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Logivity Service Terms 

These Logivity Service Terms (“Service Terms”) are between you as a Customer and 

Logivity AB, a company limited by shares incorporated in Sweden under company regis-

tration number 559366-4005, (also referred to as “we”, “us” and “our”).  

These Service Terms govern the Customer’s rights and obligations when accessing the ser-

vices as set out in Annex 4 (the “Services”) offered by us. The Customer is granted ac-

cess to the following Services under these Service Terms: 

☐ Logify Loadboard 

☐ Logify Connect 

☐ Logivity Access 

☐ Logivity Network 

These Service Terms includes the following annexes incorporated herein by reference: 

Annex 1 General Terms and Conditions 

Annex 2 Service Level Agreement 

Annex 3 Prices and Payment Terms 

Annex 4 Service Specific Terms 

Annex 5 Data Processing Addendum 

Annex 6 Acceptable Use Policy 

 

In the event of any conflict between the documents constituting these Service Terms, the 

main body of these Service Terms shall take precedence and thereafter its annexes listed 

above in their numerical order. 

These Service Terms may be executed by personal or electronic signature in any number of 

counterparts, each of which together shall constitute one and the same instrument. 

 

Customer: 

(full company name, and company identification number if applicable)  

 

_______________________  _______________________ 

Name:    Name: 

 

 



Version: [2023-10-12] 

 

Annex 1: General Terms and Conditions 

1. Definitions 

In these general terms and conditions (“General Terms and Conditions”):  

Customer Data  means any data, content, information and other 

materials that Customer or its Invited Users 

submit to any of the Services. 

Documentation   means the manuals, specifications, and other 

materials describing the functionality, features, 

and operating characteristics, and use of the 

Services, (as defined under Section 2.4 below), 

as we may make available to you from time to 

time, whether in a written or electronic form. 

Harmful Code  means computer code, programs, or program-

ming devices that are intentionally designed to 

disrupt, modify, access, delete, damage, deacti-

vate, disable, harm, or otherwise impede in any 

manner, including aesthetic disruptions or dis-

tortions, the operation of the Services, or any 

other associated software, firmware, hardware, 

computer system, or network (including, with-

out limitation, “trojan horses,” “viruses,” 

“worms,” “time bombs,” “time locks,” “de-

vices,” “traps,” “access codes,” or “drop 

dead” or “trap door” devices) or any other 

harmful, malicious, or hidden procedures, rou-

tines or mechanisms that would cause the Ser-

vices to cease functioning or to damage or cor-

rupt data, storage media, programs, equipment, 

or communications, or otherwise interfere with 

the operations of the Services.  

Invited User means users authorized by Customer to access 

and use the Services on behalf of Customer.  

Third-Party Service means a transportation management service, 

available to Customers through the Services as 

set out in Annex 4, developed and provided by 

a Third-Party Service Provider.  

Third-Party Service Pro-

vider 

means a Customer approved by us as a service 

provider, that develops and provides a Third-

Party Service through the Services as set out in 

Annex 4.  
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Your Data means all software, data (including personal 

data), text, images, audio, video, photographs, 

third party applications, and other content and 

material, in any format, provided by you or your 

Invited User that is stored in, introduced to, 

submitted to, run on and/or through, the Ser-

vice. 

Other capitalized terms and expressions in these General Terms and Conditions, 

which are not defined in Section 1 shall have the same meaning as in the Service 

Terms, including any of its annexes, or otherwise defined in these General Terms 

and Conditions. 

2. Terms 

 

 

2.1 The Service Terms, (including these General Terms and Conditions and the other 

annexes), and any terms and conditions in the Documentation and/or referenced 

to herein, together form a binding agreement between you as a Customer and us. 

2.2 The Service Terms become effective when you accept the Service Terms, and/or 

when you use or gain access to our Services. Anyone accepting in the name of and 

on behalf of a Customer, represents and warrants that (i) it has full legal authority 

to bind the Customer; (ii) it has read and understood the Service Terms; (iii) it 

accepts, on behalf of the Customer, all the terms and conditions of the Service 

Terms and any Third-Party Service terms entered into by Customer by using the 

Customer’s user account, and (iv) that the Customer is a legal entity.  

2.3 The Customer also represents and warrants that the Customer is the legal entity 

it is representing itself to be when entering into the Service Terms, that it has val-

idly entered into the Service Terms and has the legal power to do so.  

2.4 We are part of the AB Volvo Group of companies, (“Volvo Group”). We may lev-

erage Volvo Group and/or any third-party contractors in exercising our rights and 

performing our obligations under the Service Terms. We will be responsible for 

the Volvo Group’s and such third-party contractors’ compliance with our obliga-

tions under the Service Terms.  

3. The Services 

As a Customer under the Service Terms, you will have access to a number of Ser-

vices, as described and set out in Annex 4. Specific terms and conditions that are 

applicable specifically to the Services are set out in Annex 4. For the avoidance of 

doubt, the terms and conditions of these General Terms and Conditions shall ap-

ply to all Services.  

When you use our Services, you agree to all of the terms and conditions 

which forms the agreement between you and us. 
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4. Payment for the Services 

The payment terms for the provision of the Services are set out in Annex 3. 

5. Customer’s obligations 

5.1 License. Subject to the restrictions in Section 5.2, you are granted a non-exclu-

sive, worldwide, non-transferable (however subject to Section 15.8 of these Gen-

eral Terms and Conditions), limited license to access and use the Services (and 

any Documentation that we may provide in connection therewith) as necessary 

to use the Services for your own internal business purposes, during the term of 

the Service Terms. You may not sell, rent, lease, sublicense, redistribute, or syn-

dicate access to the Services to any third party. You may however make the Ser-

vices, available to your Invited Users, subject to the Service Terms.    

5.2 Your license to the Services is subject to compliance with the Service Terms. Fur-

ther, you will not;  

(a) access or use any of the Services in violation of any law or regulation;  

(b) access or use any of the Services in any manner that (i) compromises, breaks 

or circumvents any of our technical processes or security measures associ-

ated with the any of the Services, (ii) poses a security vulnerability to Invited 

Users, or (iii) tests the vulnerability of our systems or networks;  

(c) access or use any of the Services in order to replicate or compete with any of 

the Services; 

(d) remove or modify any proprietary markings or restrictive legends placed on 

the Documentation and/or any of the Services;  

(e) introduce, post, or upload any Harmful Code to any of the Services; 

(f) attempt to reverse engineer, decompile, disassemble, or otherwise attempt 

to discern the source code or interface protocols of any of the Services; or,  

(g) attempt to use any of the Services in a manner that exceeds rate limits, or 

constitutes excessive or abusive usage. 

5.3 Furthermore, you represent and warrant that you will not distribute any material 

through the Services that is copyrighted, protected by trade secret or otherwise 

subject to third-party proprietary rights, including patent, privacy and publicity 

rights, unless you are the owner of such rights or has permission from their right-

ful owner to submit the material. 

5.4 Other Services. The Services may enable you to (i) link to, (ii) transfer con-

tent, Your Data or third-party content to, or (iii) otherwise access, third parties’ 

websites, platforms, data, content, products, services, networks and information 

Here are some promises you make to us in order to access and use the 

Services  
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(“Other Services”). We do not control and are not in any other way liable for 

such Other Services. 

5.5 You are solely liable for complying with the terms of access and use of any Other 

Services, and if we or a sub-contractor of us accesses or uses any Other Services 

on your behalf to facilitate the performance of any of the Services, you are solely 

liable for ensuring that such access and use, including through passwords, cre-

dentials or otherwise made available to you, are authorized by the terms of access 

and use for such Other Services. 

5.6 If you transfer or cause the transfer of Your Data or any third-party content from 

any of the Services to another location, that transfer constitutes a distribution by 

you and not by us. 

5.7 Third-party material. Any third-party material we make accessible is provided 

on an “as-is” and “as available” basis without any warranty of any kind. You 

acknowledge and agree that we are not responsible for, and have no obligation to 

control, monitor, or correct, third-party material. We disclaim all liabilities aris-

ing from or related to third-party material, products and services. 

5.8 You acknowledge that: (i) the nature, type, quality and availability of third-party 

material may change at any time during the term of the Service Terms, and (ii) 

features of the Services that interoperate with Other Services depend on the con-

tinuing availability of such third parties’ respective APIs.   

5.9 Any changes to third-party material, products or services, Other Services or APIs, 

including their unavailability, during the term of the Service Terms do not affect 

your obligations under the Service Terms and you will not be entitled to any re-

fund of Service Fees, credit or other compensation due to any such changes. 

5.10 Warranties. Customer represents and warrants that you are not (i) the subject 

of economic or trade sanctions administered or enforced by any governmental au-

thority or otherwise designated on any list of prohibited or restricted parties, or 

(ii) a citizen, resident, or entity organized in a jurisdiction or territory that is the 

subject of comprehensive country-wide, territory-wide, or regional economic 

sanctions by EU. Finally, you represent that your access and use of any of the Ser-

vices will fully comply with all applicable laws and regulations, and that you will 

not access or use any of the Services to conduct, promote, or otherwise facilitate 

any illegal activity, including but not limited to, money laundering. 

5.11 Customer further confirms and acknowledges that you are financially and techni-

cally sophisticated enough to understand the inherent risks associated with using 

cryptographic and blockchain-based systems, and that you understand that block-

chain-based transactions are irreversible. 

5.12 Invited Users. When offering access to any of the Services to Invited Users, you 

must make sure that Invited Users accept our Acceptable Use Policy that relates 

to the specific Service as set out in Annex 6, which shall be provided to Invited 

Users before they access any of the Services. Invited Users may only use the 
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Services on a Customer’s behalf. For the avoidance of doubt, a breach of the Ac-

ceptable Use Policy is considered a breach of the Service Terms. You further rep-

resent and warrant that you are responsible for the conduct of your Invited Users 

and their compliance with the terms and conditions of the Service Terms and the 

Acceptable Use Policies for the Services. 

5.13 You must promptly notify us in writing via email to support@logivity.com if you 

become aware of any breaches of our Acceptable Use Policy by your Invited Users.  

5.14 If you enable Invited Users to submit Customer Data to any of the Services, you 

shall make sure to inform the Invited Users of all Customer policies and prac-

tices that are relevant for their use of the Services and of any settings that may 

impact the processing of Customer Data. We are not liable for the content of any 

Customer Data or the way a Customer or its Invited Users choose to use any of 

the Services to store or process any Customer Data. 

5.15 You are liable for and bound by the acts and omissions (including, but not lim-

ited to any legal acts and actions) of your Invited Users and any other person 

who accesses and uses any of the Services using any of your or any of your In-

vited Users’ access credentials. You are also liable for all payment obligations to 

us or to a Third-Party Service Provider incurred by your Invited Users’ procure-

ment of Third-Party Services, subject to the payment terms of the relevant 

Third-Party Service.  

5.16 Access. You must provide and maintain, at your own cost, all telecommunica-

tions services, computers and other equipment, hardware or services necessary 

to enable you to have access to the Services. You must comply with all applicable 

legal requirements, rules and regulations that apply to the communication 

means by which you obtain access to the Services. 

5.17 Audit. We reserve the right to audit your compliance with your obligations un-

der the Service Terms, but we do not undertake an obligation to do so. You agree 

that you will cooperate with inquiries related to such an audit and provide us 

with proof that your use complies with the Service Terms.  

5.18 If the audit identifies non-compliance, you agree to remedy (which may include, 

without limitation, the payment of service fees for additional services on a time 

and material basis) such non-compliance within ten (10) days of written notifi-

cation of that non-compliance. You agree that we shall not be liable for any of 

your costs incurred in cooperating with the audit. 

6. Suspension  

 

6.1 If we become aware that Customer’s or any Invited User’s use any of the Services 

violates the Acceptable Use Policy for the Services, the Service Terms and/or any 

terms and conditions in the Documentation, we will notify Customer and request 

If you don’t keep your promises under the Service Terms, we may sus-

pend you.  

mailto:support@logivity.com
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that Customer corrects the violation. If Customer fails to correct the violation 

within ten (10) days of our request, we may then suspend all or part of Customer’s 

use of the Services, until the violation is corrected. 

6.2 Notwithstanding Section 6.1 above, we may immediately suspend all or part of 

your use of the Services, if;  

(a) we reasonably believe Customer’s or any Invited User’s use of any of the Ser-

vices could adversely impact the Services, other customers’, their Invited Us-

ers’, or Third-Party Service Providers’ use of the Services, or the servers used 

to provide the Services;  

(b) there is suspected unauthorized third-party access to any of the Services; 

(c) we are required or requested to do so by a court order, subpoena or govern-

mental authority; 

(d) we reasonably believe that immediate suspension is required to comply with 

any applicable law; or  

(e) Customer is in breach of Section 5 (Customer’s obligations) of these General 

Terms and Conditions.  

6.3 We will lift any suspension when the circumstances giving rise to the suspension 

according to Section 6.1-6.2 have been resolved. At Customer’s request, we will, 

unless prohibited by applicable law, notify Customer of the basis for the suspen-

sion as soon as is reasonably possible. We will not defend Customer from or 

against any third-party claims, actions, suits, proceedings, and demands nor be 

liable for any type of damages incurred by Customer occurring as a result of the 

suspension according to this Section 6.  

7. Availability of the Services 

 

 

7.1 We will make the Services available to you and your Invited Users as described 

in the Service Terms. Any ancillary software (e.g., a desktop or mobile applica-

tion) we provide as part of or in connection with the Services, are also subject to 

the Service Terms unless otherwise explicitly stated. 

7.2 The Services will be performed and provided materially in accordance with the 

Service Terms and the Documentation. For any breach of warranty in this Section 

7, the Customer’s exclusive remedies are those described in the Service Level 

Agreement applicable to the specific Service, as set out in Annex 2. We may at 

our sole discretion sub-contract the performance of any and all of our obligations 

under the Service Terms. 

7.3 To ensure that you get the best possible experience when using the Services, we 

may from time to time and without prior notice provide updates to any of the 

Services. We may also at our sole discretion modify, upgrade, discontinue, 

We will make the Services available to you and maintain high function-

ality of the same. 
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exchange or substitute any features of the Services, from time to time and with-

out prior notice. You will not be entitled to any refund of fees, credit or other 

compensation due to any such changes. 

7.4 We may share information about our future development plans for the Services 

because we like transparency. Our public statements about those future plans are 

an expression of intent, but do not rely on them when placing any transaction 

orders or when making any other kind of purchases. If you decide to use the Ser-

vices, that decision should be based on the functionality or features we have made 

available today and not on the delivery of any future functionality or features. 

7.5 If not expressly provided for herein, the Services and all related components and 

information are provided on an “as is” and “as available” basis without any war-

ranties of any kind, and we expressly disclaim any and all warranties, whether 

expressed or implied, including the implied warranties of merchantability, title, 

fitness for particular purpose, and non-infringement. Customer acknowledges 

that we do not warrant that the Services will be at all times uninterrupted, timely, 

secure, or error-free. 

8. You keep what is yours  

8.1 You are liable for any and all of Your Data submitted when using the Services, and 

you will retain any and all rights to, and continue to control and manage, all of 

Your Data. We and our licensors own and will continue to own all related intellec-

tual property rights regarding the Services. 

8.2 Subject to the terms and conditions of the Service Terms, you (for yourself and all 

of your Invited Users) grant us, the Volvo Group and our sub-contractors a world-

wide, non-exclusive, perpetual, limited license to access, use, process, host, copy, 

distribute, perform, export and display Your Data, only as reasonably necessary; 

(a) to provide, maintain, update and improve the Services; (b) to prevent or ad-

dress service, security, support or technical issues; and (c) as required by law. 

8.3 You have the sole responsibility for the accuracy, quality, integrity, legality, relia-

bility, and appropriateness of Your Data, and you are responsible for obtaining all 

necessary rights and permissions to enable, and grants such rights and permis-

sions to us, the Volvo Group and its sub-contractors to use, provide, store and 

process Your Data in the Services. 

9. Data protection 

9.1 To be able to provide the Services to you, we may process certain personal data. 

We shall process such personal data in compliance with applicable data protection 

You are liable for, and keep all your rights to, everything you provide 

to us by using the Services. We can however use it in order to provide, 

maintain and improve the Services, or if we are required to use it by 

law.  
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legislation and in accordance with our Privacy Notices available at 

www.logivity.com/privacy.  

9.2 You shall ensure that any Invited User and/or any other individual authorized by 

you to access the Services: (i) is aware that personal data relating to them may be 

gathered, stored, used, shared or otherwise processed by us; and (ii) is referred to 

or provided with a copy of the Privacy Notice.  

10. Confidentiality 

 

10.1 Each party (“Disclosing Party”) may disclose “Confidential Information” to 

the other party (“Receiving Party”) in connection with the Service Terms, which 

is anything that reasonably should be understood to be confidential given the na-

ture of the information and the circumstances of disclosure, as well as non-public 

business, product, technology and marketing information. Confidential Infor-

mation of a Customer includes Your Data. If something is labelled ‘Confidential’, 

that’s a clear indicator to the Receiving Party that the material is confidential. 

10.2 Notwithstanding Section 10.1. above, Confidential Information does not include 

information that; 

(a) is or becomes generally available to the public without breach of any obliga-

tion owed to the Disclosing Party; 

(b) was known to the Receiving Party prior to its disclosure by the Disclosing 

Party without breach of any obligation owed to the Disclosing Party; 

(c) is received from a third party without breach of any obligation owed to the 

Disclosing Party; or 

(d) was independently developed by the Receiving Party. 

10.3 The Receiving Party will take at least reasonable measures to prevent the unau-

thorized disclosure or use of Confidential Information, and limit access to those 

employees, affiliates and contractors who need to know such information in con-

nection with the Service Terms, and not use or disclose any Confidential Infor-

mation of the Disclosing Party for any purpose outside the scope of the Service 

Terms. Nothing in this Section 10 will prevent either party from sharing Confi-

dential Information with financial and legal advisors, provided, however, that the 

advisors are bound to confidentiality obligations at least as restrictive as those in 

the Service Terms. 

10.4 The Receiving Party may access or disclose Confidential Information of the Dis-

closing Party if it is required by law, provided, however, that the Receiving Party 

gives the Disclosing Party prior notice of the compelled access or disclosure (to 

the extent legally permitted) and reasonable assistance, at the Disclosing Party’s 

cost, if the Disclosing Party wishes to contest the access or disclosure. 

Both parties promise to keep each party’s secrets confidential. 

https://logivity.com/privacy
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10.5 If the Receiving Party is compelled by law to access or disclose the Disclosing 

Party’s Confidential Information, the Disclosing Party will reimburse the Receiv-

ing Party for its reasonable cost of compiling and providing access to such Confi-

dential Information as well as the reasonable cost for any support provided in 

connection with the Disclosing Party seeking a protective order or confidential 

treatment for the Confidential Information to be produced. 

11. Term and termination 

11.1 The Service Terms shall remain in full force and effect until terminated in ac-

cordance with Sections 11.2-11.5.  

11.2 You may terminate the Service Terms immediately without cause but must pro-

vide us with ninety (90) days prior written notice of such termination. 

11.3 Either party may terminate the Service Terms upon notice to the other party if the 

other party materially breaches the Service Terms and such breach is not cured 

within thirty (30) days after the non-breaching party provides notice of the 

breach. We may terminate the Service Terms immediately upon notice to you if 

you have been suspended in accordance with Sections 6.1-6.2. 

11.4 The Service Terms might be terminated immediately by us if we are prohibited 

to provide any of the Services to you by applicable law or in any other way re-

stricted by a competent government within the jurisdiction in which you are us-

ing the Services or where we have our registered address.  

11.5 Following termination or expiration of the Service Terms, we will have no obliga-

tion to maintain or provide Your Data and may thereafter, unless legally prohib-

ited or technically unfeasible, delete all of Your Data in our systems or otherwise 

in our possession or under our control. 

12. Limitation of liability  

12.1 In no event shall our, our sub-contractors’ or the Volvo Group’s aggregate liability, 

arising out of or related to the Service Terms, whether in contract, tort, or other-

wise, exceed the total amounts actually paid by you to us under the Service Terms 

for the specific Service(s) giving rise to the liability during the twelve (12) months 

immediately preceding the event giving rise to such liability. 

12.2 In no event will either the Customer or Volvo Group have any liability to the other 

party or to any Invited Users for any lost profits or revenues or for any indirect, 

special, incidental, consequential, cover or punitive damages however caused, and 

whether or not the party has been advised of the possibility of such damages.  

12.3 We will not be liable in any way for any damage incurred by you, other custom-

ers or Invited Users, resulting from actions taken by, or omitted by you as a Cus-

tomer. 

Our liability towards you under the Service Terms is limited to what you 

have paid for the Services during the last 12 months.  
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12.4 The limitations under this Section 12.1 apply with respect to all legal theories, 

whether in contract, tort or otherwise, and to the extent permitted by law. The 

provisions of this Section 12.1 allocate the risks under the Service Terms between 

the parties, and the parties have relied on these limitations in determining 

whether to enter into the Service Terms and the pricing for the Services. 

13. Indemnification  

 

 

13.1 We will defend you from and against any and all third-party claims actions, suits, 

proceedings, and demands alleging that the use of the Services, as permitted un-

der the Service Terms, infringes or misappropriates a third-party’s intellectual 

property rights (a “Third-Party Claim”), and will indemnify you for all reason-

able attorney’s fees incurred and damages and other costs finally awarded against 

you in connection with or as a result of, and for amounts paid by you under a 

settlement we approve of in connection with, a Third-Party Claim provided, how-

ever, that we will have no liability if a Third-Party Claim arises from;  

(a) Your Data, third-party content or Third-Party Services or Other Services; 

and/or,  

(b) any unauthorized modification, combination or development of the Services, 

that is not performed by us. 

You must provide us with prompt written notice of any Third-Party Claim and 

allow us the right to assume the exclusive defense and control, and cooperate with 

any reasonable requests assisting our defense and settlement of such matter. This 

Section 13.1 states our sole liability with respect to, and your exclusive remedy 

against us and the Volvo Group for any Third-Party Claim. 

13.2 You will defend us and Volvo Group from and against any and all third-party 

claims, actions, suits, proceedings, and demands arising from or related to your 

or any of your Invited Users’ violation of the Service Terms or the Acceptable Use 

Policy for the Services, or your violation of any third-party’s intellectual property 

rights (a “Third-Party Claim Against Volvo Group”), and will indemnify us 

for all reasonable attorney’s fees incurred and damages and other costs finally 

awarded against us in connection with or as a result of, and for amounts paid by 

us under a settlement you approve of in connection with, a Third-Party Claim 

Against Volvo Group. We must provide you with prompt written notice of any 

Third-Party Claim Against Volvo Group and allow you the right to assume the ex-

clusive defense and control and cooperate with any reasonable requests assisting 

your defense and settlement of such matter. 

13.3 Notwithstanding anything contained in Sections 13.1-13.2 above; 

(a) an indemnified party will always be free to choose its own counsel if it pays 

for the cost of such counsel; and, 

Either party will defend against a third-party claim in case of infringe-

ment.  
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(b) no settlement may be entered into by an indemnifying party, without the ex-

press written consent of the indemnified party (such consent not to be unrea-

sonably withheld), if; (i) the third party asserting the claim is a government 

agency, (ii) the settlement arguably involves the making of admissions by the 

indemnified party, (iii) the settlement does not include a full release of liabil-

ity for the indemnified party, or (iv) the settlement includes terms other than 

a full release of liability for the indemnified party and the payment of money. 

14. Survival  

 

 

The following sections shall survive any termination or expiration of the Service 

Terms: Section 8 (You keep what is yours), Section 11 (Term and termination), 

Section 12 (Limitations of liability), Section 13 (Indemnifications), Section 14 

(Survival), as well as Section 15.6-0 under General provisions (Waiver, Severabil-

ity, Assignment and Entire agreement) and Section 16 (Governing law and dispute 

resolution).  

15. General provisions  

 

 

15.1 Publicity. A party shall not be entitled to use the other party’s company name, 

trademark or logo as a reference for marketing or promotional purposes in public 

or private communication with existing or potential customers, without such 

party’s prior written approval.  

15.2 Force majeure. If and to the extent that either party’s performance of its obli-

gations under the Service Terms is impeded or made unreasonably onerous by 

circumstances beyond its reasonable control, including, but not limited to, general 

labor disputes, war, fire, lightning, flood, pandemics, epidemics, quarantine, virus 

outbreaks, acts of terrorism, amendments to regulations issued by governmental 

authorities, intervention by governmental authorities, such party shall be released 

from liability in damages for delay in performing or failure to perform such obli-

gations. The party wishing to claim relief by reason of any such circumstance as 

referred to in this Section 15.2, shall without undue delay notify the other party in 

writing. If such notice is not provided without undue delay the right to rely on 

such circumstance is lost. If performance is materially prevented for more than 

three (3) months as a result of any of such circumstances, the party not affected 

by force majeure shall be entitled to immediately terminate the Service Terms by 

notice in writing. 

15.3 No partnerships nor third-party beneficiaries. The parties are independ-

ent contractors. The Service Terms do not create a partnership, franchise, joint 

Here are some more important details about the Service Terms. 

 

Although the Service Terms can be terminated, some rights and obliga-

tions will survive such termination.  
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venture, agency or employment relationship between the parties. There are no 

third-party beneficiaries to the Service Terms. 

15.4 Messages. Except as otherwise set forth herein, all notices under the Service 

Terms will be by email, although we may instead choose to provide notice to the 

Customer through the Services the Customer use (e.g., through a notification). 

Notices to us will be sent to support@logivity.com. Notices will be deemed to have 

been duly given;  

(a) the day after it is sent, provided that it has not been followed by an out-of-

office message, in the case of notices through email; and  

(b) the same day, in the case of notices through the Services. 

The Customer will keep its billing and contact information current at all times by 

notifying us of any changes.  

15.5 Modifications. As the Services evolves, we may change the Service Terms 

and/or the other terms and conditions of the Service Terms and/or features of the 

Services. If we intend to make a material change to the Services or the Service 

Terms, we will provide you with reasonable notice prior to the change taking ef-

fect, either by emailing the email address associated with your account or by mes-

saging you through the Services. The materially revised Service Terms will become 

effective on the date set forth in our notice, and all other changes will become 

effective upon posting of the change. If you (or any Invited User) accesses or uses 

the Services after the effective date of such revisions, that use will constitute your 

acceptance of any revised terms and conditions. You can review the most current 

version of the Service Terms at any time by visiting www.logivity.com/legal. 

15.6 Waiver. No failure or delay by either party in exercising any right under the Ser-

vice Terms will constitute a waiver of that right. No waiver under the Service 

Terms will be effective unless made in writing and signed by an authorized repre-

sentative of the party being deemed to have granted the waiver. 

15.7 Severability. The Service Terms will be enforced to the fullest extent permitted 

under applicable law. If any provision of the Service Terms is held by a court of 

competent jurisdiction to be contrary to law, the provision will be modified by the 

court and interpreted so as best to accomplish the objectives of the original pro-

vision to the fullest extent permitted by law, and the remaining provisions of the 

Service Terms will remain in effect. 

15.8 Assignment. Notwithstanding our possibilities to assign our rights and obliga-

tions to any affiliate within the Volvo Group, neither party may assign or delegate 

any of its rights or obligations hereunder, whether by operation of law or other-

wise, without the prior written consent of the other party (not to be unreasonably 

withheld). Any purported assignment in violation of this Section is void. A party’s 

sole remedy for any purported assignment by the other party in breach of this 

Section 15.8 will be, at the non-assigning party’s election, termination of the Ser-

vice Terms upon written notice to the assigning party. Subject to the foregoing, 

mailto:support@logivity.com
http://www.logivity.com/legal
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the Service Terms will bind and inure to the benefit of the parties, their respective 

successors and permitted assigns. 

15.9 Entire Agreement. The Service Terms constitutes the entire agreement be-

tween the parties and supersedes all prior and contemporaneous agreements, 

proposals or representations, written or oral, concerning its subject matter. To the 

extent of any conflict or inconsistency between the provisions in the Service Terms 

and any other documents or pages referenced in the Service Terms, the following 

order of precedence will apply:  

(1) The Service Terms, (including its annexes).  

(2) The terms in the Documentation.   

(3) Any other documents or pages referenced in the Service Terms. 

15.10 Notwithstanding any language to the contrary therein, no terms or conditions 

stated in a Customer purchase order, vendor on boarding process or web portal, 

or any other Customer order documentation will be incorporated into or form any 

part of the Service Terms, and all such terms or conditions will be null and void. 

16. Governing law and dispute resolution  

 

 

16.1 The Service Terms (including Section 16.2 of these General Terms and Condi-

tions) and any non-contractual obligations arising out of or in connection with it 

shall be governed by and construed in accordance with the laws of Sweden, ex-

cluding its conflict of laws principles providing for the application of the laws of 

any other jurisdiction.  

16.2 Any dispute, controversy or claim arising out of, or in connection with, the Service 

Terms, or the breach, termination or invalidity thereof, or any non-contractual 

obligations arising out of or in connection with the Service Terms, shall be finally 

settled by arbitration administered by the Arbitration Institute of the Stockholm 

Chamber of Commerce. The Rules for Expedited Arbitrations of the Arbitration 

Institute of the Stockholm Chamber of Commerce shall apply, unless the institute 

– taking into account the complexity of the case, the amount in dispute and other 

circumstances – determines, in its discretion, that the Arbitration Rules of the 

Arbitration Institute of the Stockholm Chamber of Commerce shall apply. In the 

latter case, the institute shall also decide whether the arbitral tribunal shall be 

composed of one or three arbitrators. All arbitrators shall be appointed by the in-

stitute. The seat of arbitration shall be Stockholm, Sweden. The language of the 

arbitration shall be English (unless otherwise agreed by the disputing parties). 

16.3 All arbitral proceedings conducted pursuant to Section 16.2, all information dis-

closed and all documents submitted or issued by or on behalf of any of the disput-

ing parties or the arbitrators in any such proceedings as well as all decisions and 

In the unlikely event the parties end up in a legal dispute, we both 

agree to resolve it by arbitration using Swedish law.  
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awards made or declared in the course of any such proceedings shall be kept 

strictly confidential and may not be used for any other purpose than these pro-

ceedings or the enforcement of any such decision or award nor be disclosed to any 

third-party without the prior written consent of the party to which the information 

relates or, as regards to a decision or award, the prior written consent of all the 

other disputing parties.  
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Annex 2 – Service Level Agreement 

1. Definitions 

In this Service Level Agreement (“SLA”): 

Emergency Maintenance means when we are required to interrupt deliv-

ery of the Services to perform emergency 

maintenance to resolve downtime of the Ser-

vices and/or any Issue. 

Issue shall mean an unplanned interruption or reduc-

tion in quality of the Services, or otherwise any 

security breach, security risk, incident, error, 

deviation, problem, event or imminent risk of 

the foregoing, which is vitally important for (i) 

the performance of the Services, (ii) the availa-

bility of the Services, and/or (iii) our ability to 

provide the Services in accordance with the Ser-

vice Terms and this SLA. 

Measurement Period means a calendar month. 

Scheduled Downtime means the scheduled time during which we per-

form upgrades and maintenance work with re-

gards to the Services, which may affect the per-

formance of the Services. 

Workaround means a temporary solution to restore the Ser-

vices as quickly and as safely as possible, after 

an Issue has been identified by us. Such a tem-

porary Workaround must restore material 

functionality and availability of the Services. 

Other capitalized terms and expressions in this SLA, which are not defined in 

Section 1 shall have the same meaning as in the Service Terms, including any of 

its annexes, or otherwise defined in this SLA. 

2. This Service Level Agreement 

This SLA specifies the availability that we are required to meet when delivering 

Services, the method by which our performance of the Services will be moni-

tored and reported, and the mechanism by which failures will be managed and 

remedied.  
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3. Your obligations 

 

3.1 In case you wish to report downtime or an Issue, you shall do so and as far as 

reasonably possible provide all details that we need to identify and rectify the 

causes of the downtime. You shall verify whether there is any fault on your part 

that is causing the downtime (e.g. missing internet connection or other technical 

errors), before you notify us in accordance with the above.  

3.2 In addition to the above, you are obliged to in good faith provide us with any in-

formation reasonably requested by us, that is necessary in order for us to fulfil 

our obligations subject to this SLA (and to provide the Services), including, with-

out limitation, information regarding: 

(a) your name, company name, email address and telephone number; 

(b) description of symptoms, in relation to relevant Issues; 

(c) expected results in regard to resolution of Issues; and 

(d) troubleshooting performed by you. 

4. Availability  

4.1 Our Service availability targets are as specified below: 

Category Criteria Level 

Monitoring Monitoring of the Services (i.e. 

monitoring and investigation of 

the performance and availabil-

ity of the Services, and detection 

of Issues) 

Monday to Friday from 

8:00 to 18:00 

Availability Uptime of the Services 99,5% 

 

4.2 Actual performance against the availability service level described above shall be 

calculated in accordance with the following formula: 

• Actual performance = ((Number of minutes during in which each and respec-

tive service is available during the applicable Measurement Period) / (The to-

tal number of minutes during the applicable Measurement Period minus: (i) 

Scheduled Downtime; and (ii) Permitted Exceptions (as defined below); and 

(iii) Emergency Maintenance)) * 100. 

You will act in good faith and in both party’s best interest. 

We will use commercially reasonable efforts to limit any downtime of 

the Services to the extent possible. 
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4.3 If a Measurement Period is less than a complete calendar month, actual perfor-

mance against the availability shall be measured pro rata to the number of 

minutes in the applicable Measurement Period. 

4.4 We may perform Emergency Maintenance without prior notice. All Emergency 

Maintenance activities shall be excluded from calculations of availability as de-

scribed in this SLA. 

4.5 Calculations of performance against the availability service level, shall also ex-

clude “Permitted Exceptions”, which includes unavailability and/or down-

time of the Services caused (directly or indirectly) due to: 

(a) your equipment, software or other technology, and/or any Other services;  

(b) any actions or inactions by (i) you, (ii) any person or entity that have been 

given access to the Services by you or is otherwise supervised by you, or 

(iii) any third party; 

(c) any circumstance where you have not adhered to our recommended mini-

mum technical configuration requirements for accessing and using the Ser-

vices; 

(d) any force majeure event (as described under Annex 1 Section 15.2); 

(e) problems with your provided content (e.g. when your provided content 

(such as, without limitation, data uploaded by you to the Services) is in 

conflict with the Service Terms and/or our instructions); 

(f) programming errors caused by you (e.g. and without limitation, when you 

interfere with the Services and/or act contrary to the Service Terms and/or 

our instructions); 

(g) system administration, commands and file transfers performed by you 

contrary to our instructions; 

(h) your failure to notify us of changes in your interface and systems that im-

pact the successful provision of the Services; and/or 

(i) Issues classified into Issue Severity Level 2, Level 3 and Level 4 (as further 

described under Section 5.1). 

4.6 For the purpose of clarity and in addition to the above, downtime of the Services 

during Scheduled Downtime or any downtime that you have agreed to, shall not 

be regarded as downtime when calculating availability. Scheduled Downtime 

shall be scheduled and conducted to cause minimum interruption and effect to 

you or the Services. 
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5. Issue severity level 

Issues are classified into four (4) different Issue severity levels based on the level 

of urgency, as described in the table below. We have the right to, at our sole dis-

cretion, determine what severity level an identified Issue shall be classified into. 

We may also, at any time, re-categorize an identified Issue to a higher or lower 

severity level, without notifying you. Identified Issues shall, as far as possible, be 

resolved based on their severity level. 

Issue class Definition and examples 

Issue Severity Level 1 (S1, Critical) A “Critical” Issue constitutes a critical 

problem, outage or failure in relation to 

the Services in which case the Services 

or a business critical functionality is in-

operable, down or unavailable. 

Issue Severity Level 2 (S2, High) A “High” Issue constitutes a problem, 

outage or failure in relation to the Ser-

vices in which case (i) the Services are 

severely impaired, (ii) the response 

times of the Services are poor, and/or 

(iii) you cannot use material functions 

of the Services. 

Issue Severity Level 3 (S3, Medium) A “Medium” Issue constitutes a prob-

lem or failure in relation to the Services 

which is cosmetic and irritating. 

Issue Severity Level 4 (S4, Low) A “Low” Issue constitutes any standard 

user error, enquiry or common tasks 

that have no significant impact on the 

use of the Services, or any other Issue 

for which a Workaround exists. 

 

6. Upgrades and updates 

We may at our sole discretion perform regular upgrades and updates of the Ser-

vices, as well as database and server health checks with regards to the Services, 

without any prior notice to you. 

We may perform upgrades and updates to the Services. 

Potential Issues will be divided into four severity levels. 

 

 

 

 

 

 

 

 

 

 

 

s.  
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7. Data purging policy 

We may at our sole discretion initiate a purge when it is required to preserve the 

integrity, reliability and availability of the Services. 

8. Support times 

You may submit a support request twenty-four (24) hours a day, seven (7) days a 

week. We will provide an answer to your support request Monday to Friday from 

8.00 to 18.00 (CET). On 24th and 31st December, support is provided from 8.30 

to 12.00 (CET). There is no support if the 24th or 31st December falls on a Satur-

day or Sunday. Nor is there any support on the Swedish public holidays, includ-

ing (without limitation) New Year’s Day, Epiphany, Good Friday, Easter Sunday, 

Easter Monday, 1st May, Ascension Day, Whit Sunday, 6th June, Midsummer 

Day and All Saints' Day, as well as 25th and 26th December. We shall have the 

right to, at our sole discretion, change the support times stated above, at any 

time. 

9. Failure to achieve the availability of the Services 

 

9.1 If we fail to achieve the availability of the Services described in Section 4 (Availa-

bility) of this SLA, you may be entitled to reimbursement on the basis of a pro 

rata reduction of the Service Fees that you pay as described in Annex 3.  

9.2 Any other or further claims (especially in regards to compensation), in excess of 

your right to a refund under this Section 9.2, may only be made to the extent set 

forth in Annex 1 Section 12 and/or any other limit of liability provisions con-

tained in the Service Terms (including its annexes). We have no other liability in 

relation to downtime or any Issue. 

9.3 If the cause of any downtime is beyond our responsibility and/or control, then, 

we shall be released from any obligation in regard to such downtime. In particu-

lar, we are not responsible for restrictions in availability due to power blackouts 

or network outages beyond our influence and control, outages due to force 

majeure (as described under Annex 1 Section 15.2), or outages caused by you. 

We may initiate a purge of data to improve the Services. 

This section explains what happens in the unlikely event that the avail-

ability of the Services according to this SLA is not achieved. 

We will provide support Monday to Friday from 8.00 to 18.00 (CET). 
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Annex 3: Prices and Payment Terms 

1. Definitions 

In these prices and payment terms (“Prices and Payment Terms”): 

Service Fee means the fee specified upon your procurement 

of the Service to be paid by Customer.  

  

Other capitalized terms and expressions in these Prices and Payment Terms, 

which are not defined in Section 1 shall have the same meaning as in the Service 

Terms, including any of its annexes, or otherwise defined in these Prices and 

Payment Terms. 

2. General payment terms 

2.1 Service Fees for your use of our Services will be invoiced by us for each of our 

Services, in accordance with the Service specific payment terms set out under 

Section below. 

2.2 We will invoice the Service Fee for each of our Services monthly, unless other-

wise agreed by the parties in writing. Payment shall be made within thirty (30) 

days from the invoice date. Payment obligations are non-cancellable and, except 

as expressly stated herein, we do not refund any paid Service Fees. 

2.3 If we are obligated to collect or pay any and all taxes, withholdings, reporting ob-

ligations, etc. for your purchase of the Services, you will be charged for such 

taxes by us. You shall pay the Service Fee without any reduction for such taxes.   

3. Service specific payment terms 

3.1 Logify Loadboard 

Every completed Shipment will be chargeable through a Service Fee according to 

the price list in Section 4 below. Payment obligations are non-cancellable and, 

except as expressly stated herein, we do not refund any paid Service Fees. 

3.2 Logify Connect 

You will pay for the Logify Connect Service with a Service Fee based on every ac-

cepted transaction order.  

3.3 Logivity Access 

Based on the monthly consumed resources by the Node, you will pay for your use 

of the Access Service through the Service Fee.  

3.4 Logivity Network 

We will calculate the total amount of all Service Fees for the transactions made 

by you in the Logivity Network for the previous month, and invoice you such 

Service Fees monthly unless otherwise agreed by the parties in writing. 
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4. Price List 

To get access to the price list, please contact your sales person. 
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Annex 4: Service Specific Terms 

1. Definitions 

In these service specific terms (“Service Specific Terms”): 

Logistics Service  

Provider 

means a Customer to the Logify Loadboard ser-

vice who undertakes transport services and 

places bids on available Shipments on the 

Logify Loadboard service to be executed by a 

Transport Buyer, if the Shipment is awarded to 

the Logistics Service Provider. 

Logivity Partner Service means the cloud infrastructure offered by our 

sub-contractors, (a “Logivity Partner”), in-

cluding thereto all related systems, applica-

tions, software, hardware and/or other mate-

rial, used in provision of the Access Service.  

Membership means the right to access, use, and thereby be-

ing part of, the Logivity Network, pursuant to 

these Service Specific Terms (including, inter 

alia, having access to related functionalities, 

and partaking in the validation of transactions 

in the underlying infrastructure).  

Node means an individual computing system in the 

blockchain network, capable of maintaining a 

copy of the network ledger, validating transac-

tions within the blockchain network, and up-

dating the network ledger. 

Shipment means the load offered through the Logify 

Loadboard by a Transport Buyer to a Logistics 

Service Provider. 

Transport Buyer means a Customer to the Logify Loadboard ser-

vice who place shipments to find matching 

transports in order to have their Shipments ex-

ecuted by a Logistics Service Provider within 

Logify Loadboard. 

Other capitalized terms and expressions in these Service Specific Terms, which 

are not defined in Section 1 shall have the same meaning as in the Service Terms, 
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including any of its annexes, or otherwise defined in these Service Specific 

Terms. 

2. Services 

The following Services are offered to you as a Customer under the Service 

Terms: 

2.1 Logify Loadboard 

Logify Loadboard is a private loadboard that allows Transport Buyers to publish 

Shipments and Logistics Service Providers to place bids on such Shipments, 

which the Transport Buyer then by their own choice can award to the Logistics 

Service Provider (the “Logify Loadboard”). Logify Loadboard’s purpose is to 

help Transport Buyers find Logistics Service Providers for their loads while help-

ing Logistics Service Providers find loads. Every completed Shipment within the 

online marketplace will be verifiable using blockchain technology. 

2.2 Logify Connect 

“Logify Connect” is an online tool that helps users communicate and facilitate 

transportation services in order to place transportation orders and status mes-

sages between the users. 

2.3 Logivity Access  

The Logivity Access is a service that provides access to the Logivity Network 

through a shared Node. This enables the storage of the Customer's copy of the 

Service data, (the “Access Service”). 

2.4 Logivity Network 

2.4.1 The “Logivity Network” is a digital network powered by blockchain technol-

ogy, enabling business to business services for the logistics industry. Our mis-

sion is to connect the world’s transport service stakeholders to allow them to be 

more efficient and successful by leveraging the power of the Logivity Network. 

The Logivity Network is designed to promote cost savings and new business op-

portunities for Customers by providing them the opportunity to interact in a net-

work of trusted relationships.  

2.4.2 The Logivity Network is comprised of multiple nodes, peers, channels and smart 

contracts. We are responsible for the architecture design, management of access 

to the Logivity Network, and maintenance of standard configuration of the 

Logivity Network. The Logivity Network also supports various transportation 

management services developed and deployed by Third-Party Service Providers 

through the Logivity Network interface. 
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3. Conditions applicable to the specific Services 

3.1 Logify Loadboard 

3.1.1 Regulatory compliance. In addition to what is set forth in Annex 1 Section 

6.2 (a), when acting as a Logistics Service Provider you represent and warrant 

that you as well as any and all of your agents, suppliers and/or sub-contractors 

(“Sub-Contractors”) comply with applicable laws and regulations (including 

but not limited to, cabotage rules, rules on driving and resting times, combined 

transports, weights and dimensions, hazardous goods and/or posting of work-

ers) as well as hold all necessary permits and/or licenses required for the perfor-

mance of the Shipment. We may, at our sole discretion, ask you to provide us 

with evidence of yours and your Sub-Contractors’ compliance with relevant laws 

and regulations as well as copies of yours and your Sub-Contractors’ valid li-

censes and/or permits and you shall provide such evidence without delay. If you 

or any of your Sub-Contractors are in breach of any applicable laws and/or regu-

lations or if you or any of your Sub-Contractors do not hold all necessary permits 

and/or licenses required for the performance of the Shipment in accordance 

with this Section 3.1.1 you shall promptly inform us thereof. 

3.1.2 In addition to what is set forth in Annex 1 Section 6.2 (a), when acting as a 

Transport Buyer you are in some cases and in some jurisdictions liable for en-

suring that the Logistics Service Provider and its Sub-Contractors’ hold all nec-

essary permits and/or licenses required for the performance of the Shipment 

and that they perform the Shipment in accordance with applicable laws and reg-

ulations. We may, at our sole discretion, ask you to provide us with evidence of 

your compliance with relevant laws and regulations and you shall provide such 

evidence without delay. If you as a Transport Buyer becomes aware of a Logistics 

Service Provider’s or its Sub-Contractors’ breach of any applicable laws and reg-

ulations in accordance with this Section 3.1.2 you shall promptly inform us 

thereof. 

3.1.3 Transportation Agreement. In order to bid on a transport or to offer a 

transport, you and your transportation contracting party shall have a binding 

agreement in effect for such transportation services (“Loadboard Transpor-

tation Agreement”). It is your responsibility to ensure that such a Loadboard 

Transportation Agreement is in place and that such Loadboard Transportation 

Agreement and any performance of it is not in breach or violation of any law, li-

cense or regulation, including but not limited to, applicable cabotage regula-

tions.  

3.1.4 We will not be liable for any conditions set out in a Loadboard Transportation 

Agreement as described above in Section 3.1.3, including but not limited to, the 

execution of the Shipment and/or any conditions related to the agreed settle-

ment and/or any reimbursement for the Shipment. To avoid any misunder-

standings, we will in no event be liable for, without limitation, any conditions re-

garding delivery time or completion of the Shipment. 
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3.1.5 Executing Shipments. You ensure that you will act in a reasonable and pru-

dent manner when executing your duties relating to a Shipment or other activi-

ties in connection to Logify Loadboard, including but not limited, staying solvent 

and passing on correct information to your contractual counter parties. 

3.1.6 For the avoidance of doubt, we may, at our sole discretion stop and/or prohibit a 

Shipment if you are in breach of applicable law and/or the Service Terms, or if 

we suspect that you are in breach of applicable law and/or the Service Terms. 

3.2 Logify Connect 

3.2.1 Transportation Agreement. In order to book a transport or to offer a 

transport, you and your transportation contracting party may have to enter into 

an agreement for such transportation services (“Logify Transportation 

Agreement”). We do not take any responsibility regarding the lawfulness of the 

Logify Transportation Agreement and the conditions set out therein nor do we 

take any responsibility regarding the lawfulness of the performance of the trans-

portation. Further, we do not take responsibility for how you and any other cus-

tomer use the Service and/or process the data that you send to them. 

3.2.2 Processing of personal data. As part of providing the Logify Connect service 

to you, we may also process certain personal data on behalf of you. We shall pro-

cess such personal data only for purposes necessary for the performance of the 

Logify Connect service and only in compliance with the Data Processing Adden-

dum. The Data Processing Addendum is incorporated in the Service Terms by 

reference and included in Annex 5. 

3.3 Logivity Access 

3.3.1 Logivity Partner. The Access Service is provided by us using infrastructure 

from a Logivity Partner. We may at our sole discretion sub-contract the perfor-

mance of any and all of our obligations to provide the Access Service.  

3.3.2 Analyses. We may (i) compile statistical and other information related to the 

performance, operation and use of the Access Service, and (ii) use data from the 

Access Service in aggregated form for security and operations management, to 

create statistical analyses, and for research and development purposes (collec-

tively referred to as “Access Service Analyses”). We may make Access Service 

Analyses publicly available, however, Access Service Analyses will not incorpo-

rate Your Data or Confidential Information in a form that could serve to identify 

you or any individual. We retain all intellectual property rights in the Access Ser-

vice Analyses. 

3.3.3 Processing of personal data. As part of providing the Access Service to you, 

we may also process certain personal data on behalf of you. We shall process 

such personal data only for purposes necessary for the performance of the Ac-

cess Service and only in compliance with the Data Processing Addendum. The 

Data Processing Addendum is incorporated in the Service Terms by reference 

and included in Annex 5. 
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3.4 Logivity Network 

3.4.1 Membership. A Membership allows you to access the Logivity Network. A 

Membership may be applied for through the Logivity Network interface and as 

soon as we have approved your Membership, you will receive a confirmation 

email with access to the Logivity Network.  

3.4.2 When applying for a Membership, you will be asked to choose and register a 

name that can identify your Membership account and that will be representative 

of you as a member. We reserve the right to at all times and at our sole discretion 

change the registered username of your Membership account, if we find the 

name unsuitable for use in the Logivity Network for any reason.  

3.4.3 To the extent anti-money laundering or combating the financing of terrorism 

(AML) legislation apply to us, we have the right to request required information 

(e.g., KYC and other required AML documentation) from you. The Customer is 

obliged to comply with and respond to all information required, and if not, you 

may not be provided a Membership.  

3.4.4 Third-Party Services. The Logivity Network is built upon the possibility of 

Third-Party Service Providers using the Logivity Network to develop Third-Party 

Services that can complement your use of the Logivity Network. These are not 

our services, so we do not warrant nor support such Third-Party Services, and 

ultimately, you (and not us) will decide whether or not to enable and/or use any 

Third-Party Service.  

3.4.5 Any use of a Third-Party Service is solely between the Customer and the applica-

ble Third-Party Service Provider, and we do not endorse, guarantee, or assume 

responsibility for any advertisements, offers, or statements made by Third-Party 

Service Providers in or through the Logivity Network. With that said, we want all 

of our customers to be more efficient and successful by leveraging the power of 

the Logivity Network and we therefore offer a highly curated Logivity Network 

where every Third-Party Service is reviewed by us in a submission procedure in 

accordance with our Logivity Guidelines for Third-Party Services. To avoid any 

misunderstandings, Annex 1 Section 2.22.2 (iii) also applies when an Invited 

User, on the Customer’s user account, enters into Third-Party Service terms in 

the Logivity Network. 

3.4.6 If a Third-Party Service is used, please be mindful of any Customer Data that will 

be shared with the Third-Party Service Provider and the purposes for which the 

Third-Party Service Provider requires access. We will not be liable for any use, 

disclosure, modification or deletion of Customer Data that is transmitted to, or 

accessed by, a Third-Party Service. 

3.4.7 The Logivity Network support logins using two-factor authentication which is 

known to reduce the risk of unauthorized use of or access to the Logivity Net-

work. We will therefore not be liable for any damages, losses or liability to Cus-

tomer, Invited Users, or anyone else if any event leading to such damages, losses 
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or liability would have been prevented by the use of two-factor authentication. 

Additionally, Customer is responsible for their use and thereto related access 

credentials, including usernames and passwords, administrator accounts, as well 

as the use of the Membership account by your Invited Users. We will not be re-

sponsible for any damages, losses or liability to the Customer, Invited Users, or 

anyone else, if such information is not kept confidential by the Customer or its 

Invited Users, or if such information is provided by an unauthorized third-party 

logging into and accessing the Logivity Network. 

3.4.8 Availability. The Logivity Network is operated from Sweden. The Logivity Net-

work, and Third-Party Services, may not be available or appropriate for use in 

your jurisdiction. By accessing or using the Logivity Network, you agree that you 

are solely and entirely liable for compliance with all laws and regulations that 

may apply to you.  

3.4.9 You hereby acknowledge and understand that we may be forced to cease the op-

eration of the Logivity Network in its entirety, and/or any related services, due 

to a number of reasons, including without limitation, the regulatory regime gov-

erning blockchain technologies. Various legislative and executive bodies may in 

the future adopt laws, regulations, guidance or other actions which may severely 

affect and/or hinder the development and operation of the Logivity Network. If 

we deem it necessary due to such effects or hindrances, we may, without any lia-

bilities of any kind towards you or other customers, at our sole discretion discon-

tinue the Logivity Network, in accordance with Annex 1 Section 7.3. 
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Annex 5: Data Processing Addendum 

This data processing agreement (the ”Data Processing Addendum”) forms an integral 

part of the Service Terms and shall be entered into between us when personal data is pro-

cessed by us in connection with providing the Services to you, as set out in Annex 4. For 

the purposes of this Data Processing Addendum, the Customer is the “Data Controller” , 

and we are the “Data Processor” processing personal data on behalf of the Data Control-

ler. 

1. Background 

 

 

1.1 Data Protection Regulations stipulate that Processing of Personal Data by a data 

processor on behalf of a data controller shall be governed by a contract. The par-

ties have entered into the Data Processing Addendum in order to comply with 

the requirements set out in the Data Protection Regulations.  

1.2 This Data Processing Addendum is applicable to the extent that the Data Proces-

sor Processes Personal Data on behalf of the Data Controller but only covers the 

Processing of Personal Data performed in accordance with the Data Controller’s 

documented instructions in the Data Processing Addendum (including its ap-

pendices). Any other form of Processing is not covered. This Data Processing Ad-

dendum supersedes previously entered into agreements as well as previous in-

structions relating to the Processing of Personal Data. 

2. Definitions 

2.1 In the Data Processing Addendum: 

“Data Protection 

Regulations” 

means any and all data protection laws and 

regulations applicable from time to time to the 

Processing of Personal Data under the Data 

Processing Addendum (including but not 

limited to the Swedish Act on complementary 

provisions to Regulation (EU) 2016/679 of the 

European Parliament and of the Council of 27 

April 2016 (2018:218), and Regulation (EU) 

2016/679 of the European Parliament and of 

the Council of 27 April 2016 on the protection 

of natural persons with regard to the 

Processing of Personal Data and on the free 

movement of such data, and repealing 

Directive 95/46/EC (“General Data 

Protection Regulation”)) as interpreted 

from time to time by the Court of Justice of the 

This Data Processing Addendum is required by law. 
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European Union or other court of law that is 

competent to establish a precedent for such 

data protection laws. 

“Sub-processor” Any data processor engaged by the Data 

Processor for the purpose of Processing the 

Personal Data. 

2.2 Other capitalised terms and expressions in the Data Processing Addendum, 

which are not defined in Section 2 shall have the same meaning as in the Service 

Terms or otherwise defined in the Data Processing Addendum. Other terms and 

expressions of the Data Processing Addendum shall be interpreted in accordance 

with the General Data Protection Regulation.  

3. Processing of Personal Data 

 

 

3.1 The Data Controller takes full responsibility to ensure that the Processing of Per-

sonal Data and any instructions relating thereto is in compliance with Data Pro-

tection Regulations applicable from time to time, including obtaining necessary 

licenses, permits and approvals for the Processing. The Data Controller is fur-

ther responsible for ensuring that there is a valid legal basis under article 6 of 

the General Data Protection Regulation for the Processing of all Personal Data 

performed by the Data Processor on behalf of the Data Controller.  

3.2 The Data Processor shall only Process Personal Data in accordance with the Data 

Controller’s documented instructions as set out in Schedule 1, including trans-

fer of Personal Data to third countries or an international organisation, unless 

the Data Processor has an obligation under EU law (including the laws of its 

member states) to Process Personal Data. In such case, the Data Processor shall 

inform the Data Controller of the legal requirement before the Processing is ini-

tiated, provided that this is in accordance with applicable laws.   

3.3 Schedule 1 of the Data Processing Addendum stipulates the (i) types of Personal 

Data Processed under the Data Processing Addendum, (ii) categories of Data 

Subjects that the Personal Data concern, and (iii) nature and purpose for the 

Processing of Personal Data.  

3.4 This Data Processing Addendum, including Schedule 1, constitutes the Data 

Controller’s entire instructions to the Data Processor for the Processing of Per-

sonal Data under the Data Processing Addendum.  

3.5 The Data Processor shall immediately inform the Data Controller if the Data 

Processor considers that all or part of the Data Controller’s instructions are in 

violation of Data Protection Regulations. The Data Processor shall not imple-

ment such instruction until the Data Controller has confirmed that the imple-

mentation of the instruction is lawful.  

We will Process the Personal Data in accordance with your documented 

instructions and as legally required. 
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3.6 The Data Processor shall Process the Personal Data for the time necessary in or-

der to fulfil its obligations under the Service Terms.   

3.7 The Data Processor shall ensure that persons for whom the Data Processor is re-

sponsible and who Process Personal Data under the Data Processing Addendum 

have committed themselves to confidentiality or are under an appropriate statu-

tory obligation of confidentiality.  

3.8 Taking into account the nature of the Processing, the Data Processor shall assist 

the Data Controller with appropriate technical and organisational measures, in-

sofar as this is possible and to a reasonable extent, for the fulfilment of the Data 

Controller's obligation to respond to requests for exercising the Data Subjects’ 

rights under the Data Protection Regulations. 

3.9 Taking into account the nature of the Processing and the information available 

to the Data Processor, the Data Processor shall assist the Data Controller in en-

suring compliance with the Data Controller’s obligations pursuant to Data Pro-

tection Regulations, including (where applicable) its obligations to (i) implement 

appropriate technical and organisational measures, (ii) notify Personal Data 

Breaches to the supervisory authority, (iii) inform Data Subjects of Personal 

Data Breaches, (iv) carry out data protection impact assessments, and (v) carry 

out prior consultation with competent supervisory authorities before Processing. 

3.10 The Data Processor shall, at the choice of the Data Controller, delete or return 

the Personal Data to the Data Controller at the end of the term of the Data Pro-

cessing Addendum, and delete existing copies unless EU law (including the laws 

of its member states) requires storage of the Personal Data. If requested by the 

Data Controller, the Data Processor shall provide written notice confirming the 

return or deletion of the Personal Data. The Data Processor’s responsibility un-

der this Section 3.10 only concerns deletion and return of Personal Data pursu-

ant to Data Protection Regulations. 

4. Security of Processing 

 

4.1 The Data Processor shall implement appropriate technical and organisational 

security measures in accordance with Data Protection Regulations to ensure a 

level of security appropriate to the risk and, when appropriate:  

(a) pseudonymisation and encryption of Personal Data; 

(b) ensure that there is a procedure for regular testing, investigation and 

evaluation of the efficiency of the technical and organizational security 

measures to ensure the security of the Processing; 

We will keep the Processing of the Personal Data secure and thereby 

protect the privacy of the Data Subjects.  
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(c) maintain and update logs regarding Personal Data, establish and maintain 

an IT-security policy, maintain a secure IT-environment as well as 

establishing and maintaining physical security measures and routines; and 

(d) inform the Data Controller of any attempt at or completion of unauthorized 

access to Personal Data (including loss or change of Personal Data). 

4.2 The Data Processor is only responsible for implementing appropriate technical 

and organisational security measures in accordance with Section 4.1 that are 

within the actual control of the Data Processor. 

4.3 The Data Processor shall notify the Data Controller without undue delay after 

the Data Processor becoming aware of a Personal Data Breach (as defined in 

Data Protection Regulations). Such notification shall, taking into account the na-

ture of the Processing and the information available to the Data Processor: 

(a) describe the nature of the Personal Data Breach and, insofar as this is pos-

sible, the categories and approximate number of Data Subjects and Personal 

Data that are concerned; 

(b) describe the likely consequences of the Personal Data Breach; and 

(c) describe the measures that have been taken or proposed to be taken to ad-

dress the Personal Data Breach, including measures to mitigate its possible 

adverse effects. 

If and to the extent it is not possible for the Data Processor to provide all of the 

information at the same time, the information may be provided in several phases 

without undue delay.  

4.4 If the Data Controller does not notify the Data Subjects of a Personal Data 

Breach, thereby failing to comply with Data Protection Regulations, and a com-

petent supervisory authority subsequently orders the Data Processor to remedy 

such failure, the Data Controller shall compensate the Data Processor for any 

costs related to complying with such supervisory authority’s decision. 

5. Audit (inspection) 

 

5.1 The Data Processor shall make all information available to the Data Controller 

that is necessary to demonstrate compliance with the obligations set out in the 

Data Processing Addendum. The Data Controller, or any auditor mandated by 

the Data Controller, is entitled to conduct audits, including inspections, of the 

Data Processor’s compliance with the Data Processing Addendum one time per 

year during normal business hours. Such audit shall be preceded by at least 

thirty (30) days’ prior written notice from the Data Controller, in which the con-

tent and the extent of the audit shall be specified. The purpose of such audits 

To ensure that we are in compliance with this Data Processing Adden-

dum, you have the right to conduct audits. 
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shall be to verify the Data Processor’s compliance with the obligations set out in 

the Data Processing Addendum. The content and extent of an audit may not ex-

ceed what is necessary to achieve the purpose of the audit. Unless the parties 

have agreed otherwise in writing, the inspection may only be conducted if an au-

dit in accordance with Data Protection Regulations cannot be completed through 

the provision of information by the Data Processor. Any costs relating to an au-

dit shall be at the Data Controller’s expense. The Data Processor’s reasonable 

costs relating to such audit Data Processor may also be charged to the Data Con-

troller. 

5.2 An audit in accordance with Section 5.1 requires that the Data Controller, or the 

auditor appointed by the Data Controller, has agreed on necessary confidential-

ity undertakings and complies with the security measures of the Data Processor 

at the site where the audit shall be performed. Furthermore, the audit shall be 

carried out without unreasonably disturbing the Data Processor’s business or 

risking the protection of third parties’ information. Any information collected in 

connection with the audit shall be deleted immediately after the completion of 

the audit or as soon as the information is no longer required for achieving the 

purpose of the audit.    

6. Sub-processors 

 

6.1 The Data Controller hereby provide the Data Processor with a general authorisa-

tion to engage Sub-processors for the Processing of Personal Data.  

6.2 The Data Processor shall inform the Data Controller of any plans to engage new 

Sub-processors or replace Sub-processors in order for the Data Controller to be 

able to object to such changes. The Data Controller shall object to such new or 

replaced Sub-processors within five (5) business days from the day of the Data 

Processor’s notice concerning the new or replaced Sub-processor. The Data Con-

troller shall not object to engagement of new Sub-processors or replacement of 

Sub-processors, if the new Sub-processor has sufficiently undertaken to imple-

ment technical and organisational security measures in compliance with Data 

Protection Regulations and ensures the safeguarding of Data Subjects’ rights. If 

the Data Controller has not objected to the new or replaced Sub-processor 

within the timeframe, the Data Controller shall be considered to have approved 

the Sub-processor. If the Data Controller objects to a new Sub-processor within 

the timeframe, the Data Processor shall be entitled to terminate the Service 

Terms to take effect immediately or as otherwise agreed between the parties. 

6.3 If the Data Processor engages a Sub-processor for Processing Personal Data on 

behalf of the Data Controller, equivalent data protection obligations as set out in 

the Data Processing Addendum shall be imposed on that Sub-processor by way 

of a contract. The Data Processor shall at all times remain fully responsible for 

all obligations, acts and omissions of any Sub-processor to the same extent as if 

performed or not performed by the Data Processor itself.  

We are allowed to get help to Process the Personal Data.  
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7. Processing of Personal Data in countries outside of the EU/EEA 

 

 

7.1 Unless otherwise agreed to in Schedule 1, the Data Processor shall not transfer 

and shall ensure that any Sub-processors do not transfer, any Personal Data to a 

country outside of the EU/EEA.  

7.2 If the Parties have agreed that Personal Data may be transferred to a country 

outside of the EU/EEA, the Data Processor shall ensure that appropriate safe-

guards are provided in accordance with applicable Data Protection Regulations. 

Such appropriate safeguards may include, but are not limited to, the Data Pro-

cessor (i) entering into a contract with a Sub-processor based upon the EU Com-

mission’s standard contractual clauses (SCC) for the transfer of Personal Data to 

a country outside the EU/EEA; or (ii) adhering to approved binding corporate 

rules (BCR). A transfer of Personal Data to a country outside the EU/EEA may 

also be based upon a valid adequacy decision by the EU Commission.      

7.3 The Data Processor may transfer Personal Data outside of the EU/EEA if the 

Data Processor has an obligation to do so under EU law or the laws of its mem-

ber states, and if the Data Processor has informed the Data Controller of the le-

gal requirement before the transfer is made, unless such laws prohibit such in-

formation on important grounds of public interest.  

7.4 To the extent the Data Controller is a recipient of Personal Data in a country out-

side of EU/EEA that is not recognized as providing an adequate level of protec-

tion for Personal Data (as set forth in the General Data Protection Regulation), 

the Data Controller and the Data Processor agree to abide by and process Per-

sonal Data in compliance with Schedule 2 (Standard Contractual Clauses). In 

case of conflict between any provisions of this Data Processing Addendum and 

Schedule 2, Schedule 2 shall take precedence.   

8. Confidentiality 

 

The Data Processor undertakes not to disclose any information regarding the Pro-

cessing of Personal Data under the Data Processing Addendum to any third par-

ties or in any other way disclose any other information received as a result of the 

Data Processing Addendum. The obligation of confidentiality does not apply to 

information to sub-processors according to Section 6 and/or information that the 

Data Processor is obliged to disclose according to EU Regulations (including the 

laws of its member states) or decisions of authorities. In addition to this Section 

8, any undertakings as to confidentiality in the Service Terms shall also be appli-

cable. When the Data Processing Addendum terminates, regardless of reason, this 

Section 8 will continue to be binding for both parties. 

Any Processing outside the EU/EEA must in accordance with the law.  

Both parties promise to keep the Processing of Personal Data confidential.  
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9. Liability 

 

 

 

9.1 The Data Processor is responsible for direct damage resulting from the Data Pro-

cessor’s Processing of Personal Data outside of the scope of or in violation of the 

Data Controller’s lawful instructions in the Data Processing Addendum. Never-

theless, the Data Controller is responsible for all direct or indirect damage 

caused by Processing of Personal Data under the Data Processing Addendum 

and in accordance with Schedule 1 that is in breach with Data Protection Regula-

tions. To the extent permitted by applicable laws, the Data Processor’s total lia-

bility for any damage or loss of any kind (regardless of how it was caused and in-

cluding any damage or loss caused by negligence) under or in connection with 

the Data Processing Addendum shall be subject to the limitation of liability in 

the Service Terms.  

9.2 Notwithstanding the above, the Data Controller shall hold the Data Processor 

harmless if and to the extent the Data Processor is held liable by a Data Subject 

or other third party (including claims from supervisory authorities) for unau-

thorised or unlawful Processing of Personal Data, unless such liability has arisen 

as a consequence of the Data Processor’s failure to perform its obligations under 

the Data Processing Addendum. The Data Controller shall also hold the Data 

Processor harmless if and to the extent the Data Processor is held liable by a 

Data Subject or other third party for unauthorised or unlawful Processing of Per-

sonal Data if such liability has arisen from the Data Controller’s instructions in 

Schedule 1. 

9.3 The limitation of the parties’ liability in this Section 9 above does not apply to 

the administrative fines imposed by the supervisory authority and/or court in 

accordance with Article 83 of the General Data Protection Regulation. Neither 

party is entitled to remuneration from the other party for any administrative 

fines that the party is obliged to pay according to a decision of the supervisory 

authority and/or court. The parties acknowledge and agree that the parties may 

become individually liable for administrative penalty fees in accordance with Ar-

ticle 83 of the General Data Protection Regulation. 

9.4 This Section 9Error! Reference source not found. shall survive the termi-

nation of the Data Processing Addendum, regardless of the reason for termina-

tion. 

10. General Provisions 

 

 

Our liability is the same as in the Service Terms, but any limitation of 

liability in this Data Processing Addendum does not apply to adminis-

trative fines imposed by the supervisory authority.  

Here are some more important details about this Data Processing Ad-

dendum. 
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10.1 This Data Processing Addendum will remain in full force and effect until the 

Data Processor ceases to Process Personal Data on behalf of the Data Controller 

according to the terms of the Service Terms.  

10.2 Changes and additions to the Data Processing Addendum, including this Section 

10.2Error! Reference source not found., must be in writing and duly exe-

cuted by the parties in order to be binding. 

10.3 If the Data Protection Regulations are amended during the term of the Data Pro-

cessing Addendum, or if a competent supervisory authority issues guidelines, 

decisions or regulations regarding the application of the Data Protection Regula-

tions which causes the Data Processing Addendum to not meet the requirements 

of a Data Processing Addendum, or if the Service Terms is amended, the Data 

Processing Addendum shall be amended to meet such new or additional require-

ments and/or amendments.  

10.4 This Data Processing Addendum contains the entire agreement between the par-

ties with respect to the subject matter hereof, and supersedes all previous and 

contemporaneous negotiations and understandings between the parties in rela-

tion thereto, whether written or oral. In case of any conflict between the Data 

Processing Addendum and any other agreement between the contracting parties, 

the Data Processing Addendum shall take precedence. However, the foregoing 

does not apply to subsequent agreements expressly stated to take precedence 

over the provisions set out in the Data Processing Addendum. In addition to the 

Data Processing Addendum, any relevant provisions in the Service Terms shall 

also be applicable to the Data Processor’s Processing of Personal Data. In case of 

any conflict between the Service Terms and the Data Processing Addendum, the 

Data Processing Addendum shall take precedence with regard to the Processing 

of Personal Data. 

11. Governing Law and Dispute Resolution 

 

 

11.1 This Data Processing Addendum shall be applied and interpreted in accordance 

with the laws of Sweden, excluding its conflict of laws principles providing for 

the application of the laws of any other jurisdiction.  

11.2 Any dispute concerning the interpretation or application of the Data Processing 

Addendum shall be settled in accordance with the provisions on dispute resolu-

tion in the Service Terms. 

 

____________________ 

 

In the unlikely event the parties end up in a legal dispute, the parties 

agree to resolve it by arbitration subject to confidentiality.  
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Schedule 1 – Instruction for Processing of Personal 

Data  

1. Nature and purpose of Processing 

The Data Controller instructs the Data Processor to only Process the Personal 

Data for the purpose of enabling the provision of the Services under the Service 

Terms, including but not limited to: 

(a) Processing the Personal Data as necessary to facilitate the technical provi-

sioning of the Logivity Access service, such as by transmitting Personal 

Data over the network and storing it in required databases; 

(b) Processing the Personal Data as necessary to offer and provide support ser-

vices to the Customer using the Logify Connect service under the Service 

Terms, 

(c) Processing the Personal Data as necessary for the storage of transportation 

data when retained for invoicing purposes. 

2. Type of Personal Data 

The Data Processor will Process the following types of Personal Data:  

(a) Any Personal Data that the Data Controller, in its sole discretion, chooses 

to use the Services for, subject to the terms of the Service Terms.  

3. Categories of Data Subjects 

The Personal Data concern the following categories of Data Subjects:  

(a) The relevant Data Subjects of the Personal Data specified in the above sec-

tion 2 of this Schedule 1.  

4. Location of Processing  

The Data Processor may Process Personal Data in the following countries: 

(a) Any country within the EU/EEA; 

(b) Any country outside the EU/EEA provided that the transfer (i) is in com-

pliance with the obligations under this Data Processing Addendum, (ii) 

permitted under Data Protection Regulations and (iii) necessary in order to 

facilitate the provision of services provided by the Sub-processors outlined 

in Section 5 of this Schedule 1 (including the processors of such Sub-pro-

cessors).  

5. Engaged Sub-processors 

The Data Processor is engaging the following Sub-processors:  

Company 

name 

Company 

reg. no. 

Categories of 

Personal Data 

Purpose of 

Processing 
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Oracle 

Svenska AB 

556254-6746 All categories in-

cluded under 

Section 1.  

Providing hosting in-

frastructure. 

 

6. Technical and organisational measures to be implemented by the Data 

Processor 

The Data Processor shall: 

(a) prevent access by unauthorised persons to data processing equipment with 

which the Personal Data are Processed and used (equipment access con-

trol). 

(b) prevent unauthorised persons from using the data processing systems and 

ensure routines for granting, changing and removal of access to such sys-

tems (systems access control). 

(c) ensure that those authorised to use a data processing system can access 

only the data relevant to their authorised access and that Personal Data 

cannot be read, copied, amended or removed without authorisation during 

Processing (data access control). 

(d) ensure that Personal Data cannot be read, copied, amended or removed 

without authorisation during their electronic transfer or their transporta-

tion or their storage on data media and that it is possible to check and de-

termine at what points transfer of Personal Data by facilities for data trans-

mission is anticipated (transfer control). 

(e) ensure that it is possible to check and determine after the event whether 

and by whom Personal Data have been input or amended in or removed 

from data processing systems (input control), 

(f) ensure that Personal Data can only be Processed in accordance with the 

Data Controller’s instructions (service control). 

(g) ensure that Personal Data are protected against accidental destruction or 

loss (availability control). 

(h) ensure that data gathered for various purposes can be Processed separately 

(separation control). 
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Schedule 2 - Standard Contractual Clauses  

These Standard Contractual Clauses (processor to controller) as set forth in this Schedule 2 

form an integral part of the Data Processing Addendum. 

SECTION I 

1. Purpose and scope 

(a) The purpose of these standard contractual clauses is to ensure compliance 

with the requirements of Regulation (EU) 2016/679 of the European Par-

liament and of the Council of 27 April 2016 on the protection of natural 

per-sons with regard to the processing of personal data and on the free 

movement of such data (General Data Protection Regulation) for the trans-

fer of personal data to a third country. 

(b) The Parties: 

(i) the legal entity defined in the Service Terms transferring the personal 

data, as listed in Annex I.A. (hereinafter the “data exporter”); and 

(ii) the legal entity defined in the Service Terms, receiving the personal 

data from the data exporter, directly or indirectly via another entity 

also Party to these Clauses, as listed in Annex I.A. (hereinafter the 

“data importer”),  

(each a “Party” and collectively the “Parties”) have agreed to these 

standard contractual clauses (“Clauses”).  

(c) These Clauses apply with respect to the transfer of personal data as specified 

in Annex I.B. 

(d) The Appendix to these Clauses containing the Annexes referred to therein 

forms an integral part of these Clauses. 

2. Effect and invariability of the Clauses 

(a) These Clauses set out appropriate safeguards, including enforceable data 

subject rights and effective legal remedies, pursuant to Article 46(1) and Ar-

ticle 46 (2)(c) of Regulation (EU) 2016/679 and, with respect to data trans-

fers from controllers to processors and/or processors to processors, stand-

ard contractual clauses pursuant to Article 28(7) of Regulation (EU) 

2016/679, provided they are not modified, except to select the appropriate 

Module(s) or to add or update information in the Appendix. This does not 

prevent the Parties from including the standard contractual clauses laid 

down in these Clauses in a wider contract and/or to add other clauses or 

additional safeguards, provided that they do not contradict, directly or indi-

rectly, these Clauses or prejudice the fundamental rights or freedoms of data 

subjects. 
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(b) These Clauses are without prejudice to obligations to which the data ex-

porter is subject by virtue of Regulation (EU) 2016/679. 

3. Third-party beneficiaries 

(a) Data subjects may invoke and enforce these Clauses, as third-party benefi-

ciaries, against the data exporter and/or data importer, with the following 

exceptions: (i) Clause 1, Clause 2, Clause 3, Clause 6, Clause 7; (ii) Clause 8.1 

(b) and Clause 8.3(b); (iii) Clause 9 (omitted); (iv) Clause 12; (v) Clause 13 

(omitted); (vi) Clause 15.1(c), (d) and (e); (vii) Clause 16(e); (viii) Clause 18. 

(b) Paragraph (a) is without prejudice to rights of data subjects under Regula-

tion (EU) 2016/679. 

4. Interpretation 

(a) Where these Clauses use terms that are de-fined in Regulation (EU) 

2016/679, those terms shall have the same meaning as in that Regulation. 

(b) These Clauses shall be read and interpreted in the light of the provisions of 

Regulation (EU) 2016/679. 

(c) These Clauses shall not be interpreted in a way that conflicts with rights and 

obligations provided for in Regulation (EU) 2016/679. 

5. Hierarchy 

In the event of a contradiction between these Clauses and the provisions of related 

agreements between the Parties, existing at the time these Clauses are agreed or 

entered into thereafter, these Clauses shall prevail. 

6. Description of the transfer(s) 

The details of the transfer(s), and in particular the categories of personal data that 

are transferred and the purpose(s) for which they are transferred, are specified in 

Annex I.B. 

7. Docking clause 

(Omitted) 

 

SECTION II – OBLIGATIONS OF THE PARTIES 

8. Data protection safeguards 

The data exporter warrants that it has used reasonable efforts to determine that 

the data importer is able, through the implementation of appropriate technical 

and organisational measures, to satisfy its obligations under these Clauses. 

8.1 Instructions 

(a) The data exporter shall process the personal data only on documented in-

structions from the data importer acting as its controller. 
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(b) The data exporter shall immediately inform the data importer if it is unable 

to follow those instructions, including if such instructions infringe Regula-

tion (EU) 2016/679 or other Union or Member State data protection law. 

(c) The data importer shall refrain from any action that would prevent the data 

exporter from fulfilling its obligations under Regulation (EU) 2016/679, in-

cluding in the context of sub-processing or as regards cooperation with com-

petent supervisory authorities. 

(d) After the end of the provision of the processing services, the data exporter 

shall, at the choice of the data importer, delete all personal data processed 

on behalf of the data importer and certify to the data importer that it has 

done so, or return to the data importer all personal data processed on its 

behalf and delete existing copies. 

8.2 Security of processing 

(a) The Parties shall implement appropriate technical and organisational 

measures to ensure the security of the data, including during transmission, 

and protection against a breach of security leading to accidental or unlawful 

destruction, loss, alteration, unauthorised disclosure or access (“personal 

data breach”). In assessing the appropriate level of security, they shall take 

due account of the state of the art, the costs of implementation, the nature 

of the personal data, the nature, scope, context and purpose(s) of processing 

and the risks in-volved in the processing for the data subjects, and in partic-

ular consider having recourse to encryption or pseudonymisation, including 

during transmission, where the purpose of processing can be fulfilled in that 

manner. 

(b) The data exporter shall assist the data importer in ensuring appropriate se-

curity of the data in accordance with paragraph (a). In case of a personal 

data breach concerning the personal data processed by the data exporter un-

der these Clauses, the data exporter shall notify the data importer without 

undue delay after becoming aware of it and assist the data im-porter in ad-

dressing the breach. 

(c) The data exporter shall ensure that persons authorised to process the per-

sonal data have committed themselves to confidentiality or are under an ap-

propriate statutory obligation of confidentiality. 

8.3 Documentation and compliance 

(a) The Parties shall be able to demonstrate compliance with these Clauses. 

(b) The data exporter shall make available to the data importer all information 

necessary to demonstrate compliance with its obligations under these 

Clauses and allow for and contribute to audits. 
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9. Use of sub-processors 

(Not applicable)  

10. Data subject rights 

The Parties shall assist each other in responding to enquiries and requests made 

by data subjects un-der the local law applicable to the data importer or, for data 

processing by the data exporter in the EU, under Regulation (EU) 2016/679. 

11. Redress 

(a) The data importer shall inform data subjects in a transparent and easily ac-

cessible format, through individual notice or on its website, of a contact 

point authorised to handle complaints. It shall deal promptly with any com-

plaints it receives from a data subject. 

12. Liability 

(a) Each Party shall be liable to the other Party/ies for any damages it causes 

the other Party/ies by any breach of these Clauses. 

(b) Each Party shall be liable to the data subject, and the data subject shall be 

entitled to receive compensation, for any material or non-material damages 

that the Party causes the da-ta subject by breaching the third-party benefi-

ciary rights under these Clauses. This is without prejudice to the liability of 

the data exporter under Regulation (EU) 2016/679. 

(c) Where more than one Party is responsible for any damage caused to the data 

subject as a result of a breach of these Clauses, all responsible Parties shall 

be jointly and severally liable and the data subject is entitled to bring an ac-

tion in court against any of these Parties. 

(d) The Parties agree that if one Party is held liable under paragraph (c), it shall 

be entitled to claim back from the other Party/ies that part of the compen-

sation corresponding to its / their responsibility for the damage. 

(e) The data importer may not invoke the conduct of a processor or sub-proces-

sor to avoid its own liability. 

13. Supervision 

(Not applicable) 
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SECTION III – LOCAL LAWS AND OBLIGATIONS IN CASE OF ACCESS BY 

PUBLIC AUTHORITIES 

14. Local laws and practices affecting compliance with the Clauses 

(a) The Parties warrant that they have no reason to believe that the laws and 

practices in the third country of destination applicable to the processing of 

the personal data by the data importer, including any requirements to dis-

close personal data or measures authorising access by public authorities, 

prevent the data importer from fulfilling its obligations under these Clauses. 

This is based on the understanding that laws and practices that respect the 

essence of the fundamental rights and freedoms and do not exceed what is 

necessary and proportionate in a democratic society to safe-guard one of the 

objectives listed in Article 23(1) of Regulation (EU) 2016/679, are not in con-

tradiction with these Clauses. 

(b) The Parties declare that in providing the warranty in paragraph (a), they 

have taken due account in particular of the following elements: 

(i) the specific circumstances of the transfer, including the length of the 

processing chain, the number of actors involved, and the transmission 

channels used; intended onward transfers; the type of recipient; the 

purpose of processing; the categories and format of the transferred 

personal data; the economic sector in which the transfer occurs; the 

storage location of the data transferred; 

(ii) the laws and practices of the third country of destination– including 

those requiring the disclosure of data to public authorities or author-

ising access by such authorities – relevant in light of the specific cir-

cumstances of the transfer, and the applicable limitations and safe-

guards; 

(iii) any relevant contractual, technical or organisational safeguards put in 

place to supplement the safeguards under these Clauses, including 

measures applied during transmission and to the processing of the 

personal da-ta in the country of destination. 

(c) The data importer warrants that, in carrying out the assessment under par-

agraph (b), it has made its best efforts to provide the data ex-porter with 

relevant information and agrees that it will continue to cooperate with the 

data exporter in ensuring compliance with these Clauses. 

(d) The Parties agree to document the assessment under paragraph (b) and 

make it available to the competent supervisory authority on re-quest. 

(e) The data importer agrees to notify the data exporter promptly if, after having 

agreed to these Clauses and for the duration of the con-tract, it has reason 

to believe that it is or has become subject to laws or practices not in line with 

the requirements under paragraph (a), including following a change in the 
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laws of the third country or a measure (such as a disclosure request) indicat-

ing an application of such laws in practice that is not in line with the require-

ments in paragraph (a).  

(f) Following a notification pursuant to paragraph (e), or if the data exporter 

otherwise has rea-son to believe that the data importer can no longer fulfil 

its obligations under these Clauses, the data exporter shall promptly identify 

ap-propriate measures (e.g., technical or organisational measures to ensure 

security and confidentiality) to be adopted by the data export-er and/or data 

importer to address the situation. The data exporter shall suspend the data 

transfer if it considers that no appropriate safeguards for such transfer can 

be ensured, or if instructed by the competent supervisory authority to do so. 

In this case, the data ex-porter shall be entitled to terminate the contract, 

insofar as it concerns the processing of personal data under these Clauses. 

If the contract involves more than two Parties, the data exporter may exer-

cise this right to termination only with respect to the relevant Party, unless 

the Parties have agreed otherwise. Where the contract is terminated pursu-

ant to this Clause, Clause 16(d) and (e) shall apply. 

15. Obligations of the data importer in case of access by public authorities 

15.1 Notification 

(a) The data importer agrees to notify the data exporter and, where possible, the 

data subject promptly (if necessary, with the help of the da-ta exporter) if it: 

(i) receives a legally binding request from a public authority, including ju-

dicial authorities, under the laws of the country of destination for the 

disclosure of personal data transferred pursuant to these Clauses; such 

notification shall include information about the personal data re-

quested, the requesting authority, the legal basis for the request and 

the response provided; or 

(ii) becomes aware of any direct access by public authorities to personal 

data transferred pursuant to these Clauses in accordance with the laws 

of the country of destination; such notification shall include all infor-

mation avail-able to the importer. 

(b) If the data importer is prohibited from notifying the data exporter and/or 

the data subject under the laws of the country of destination, the data im-

porter agrees to use its best efforts to obtain a waiver of the prohibition, with 

a view to communicating as much information as possible, as soon as possi-

ble. The data import-er agrees to document its best efforts in order to be able 

to demonstrate them on request of the data exporter. 

(c) Where permissible under the laws of the country of destination, the data im-

porter agrees to provide the data exporter, at regular intervals for the dura-

tion of the contract, with as much relevant information as possible on the 

requests received (in particular, number of requests, type of data requested, 
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requesting authority/ies, whether requests have been challenged and the 

outcome of such challenges, etc.).  

(d) The data importer agrees to preserve the information pursuant to para-

graphs (a) to (c) for the duration of the contract and make it available to the 

competent supervisory authority on request. 

(e) Paragraphs (a) to (c) are without prejudice to the obligation of the data im-

porter pursuant to Clause 14(e) and Clause 16 to inform the data exporter 

promptly where it is unable to comply with these Clauses. 

15.2 Review of legality and data minimisation 

(a) The data importer agrees to review the legality of the request for disclosure, 

in particular whether it remains within the powers granted to the requesting 

public authority, and to challenge the request if, after careful assessment, it 

concludes that there are reasonable grounds to consider that the request is 

unlawful under the laws of the country of destination, applicable obligations 

under international law and principles of international comity. The data im-

porter shall, under the same conditions, pursue possibilities of appeal. When 

challenging a request, the data importer shall seek interim measures with a 

view to suspending the effects of the request until the competent judicial au-

thority has decided on its merits. It shall not disclose the personal data re-

quested until required to do so under the applicable procedural rules. These 

requirements are without prejudice to the obligations of the data im-porter 

under Clause 14(e). 

(b) The data importer agrees to document its legal assessment and any chal-

lenge to the request for disclosure and, to the extent permissible under the 

laws of the country of destination, make the documentation available to the 

data exporter. It shall also make it available to the competent supervisory 

authority on request.  

(c) The data importer agrees to provide the mini-mum amount of information 

permissible when responding to a request for disclosure, based on a reason-

able interpretation of the request. 

SECTION IV – FINAL PROVISIONS 

16. Non-compliance with the Clauses and termination 

(a) The data importer shall promptly inform the data exporter if it is unable to 

comply with these Clauses, for whatever reason. 

(b) In the event that the data importer is in breach of these Clauses or unable to 

comply with these Clauses, the data exporter shall suspend the transfer of 

personal data to the data im-porter until compliance is again ensured or the 

contract is terminated. This is without prejudice to Clause 14(f). 
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(c) The data exporter shall be entitled to terminate the contract, insofar as it 

concerns the processing of personal data under these Clauses, where: 

(i) the data exporter has suspended the trans-fer of personal data to the 

data importer pursuant to paragraph (b) and compliance with these 

Clauses is not restored within a reasonable time and in any event 

within one month of suspension; 

(ii) the data importer is in substantial or persistent breach of these 

Clauses; or 

(iii) the data importer fails to comply with a binding decision of a compe-

tent court or supervisory authority regarding its obligations under 

these Clauses. 

In these cases, it shall inform the competent supervisory authority of such 

non-compliance. Where the contract involves more than two Parties, the 

data exporter may exercise this right to termination only with respect to the 

relevant Party, unless the Parties have agreed otherwise. 

(d) Personal data collected by the data exporter in the EU that has been trans-

ferred prior to the termination of the contract pursuant to paragraph (c) 

shall immediately be deleted in its entirety, including any copy thereof. The 

data importer shall certify the deletion of the data to the data exporter. Until 

the data is deleted or returned, the data importer shall continue to ensure 

compliance with these Clauses. In case of local laws applicable to the data 

im-porter that prohibit the return or deletion of the transferred personal 

data, the data im-porter warrants that it will continue to ensure compliance 

with these Clauses and will only process the data to the extent and for as long 

as required under that local law. 

(e) Either Party may revoke its agreement to be bound by these Clauses where 

(i) the European Commission adopts a decision pursuant to Article 45(3) of 

Regulation (EU) 2016/679 that covers the transfer of personal data to which 

these Clauses apply; or (ii) Regulation (EU) 2016/679 becomes part of the 

legal framework of the country to which the personal data is transferred. 

This is without prejudice to other obligations applying to the processing in 

question under Regulation (EU) 2016/679. 

17. Governing law 

These Clauses shall be governed by the law as specified in the Service Terms.  

18. Choice of forum and jurisdiction 

Any dispute arising from these Clauses shall be resolved as specified in the Service 

Terms.  
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APPENDIX - ANNEX I 

A. LIST OF PARTIES 

Data exporter. The name, address and contact information of the data exporter is defined 

in the Service Terms. The data exporter processes personal data as a data processor in the 

context of activities relevant for the provision of services under the Service Terms.  

Data importer. The name, address and contact information of the data importer is de-

fined in the Service Terms, any applicable order confirmation, and/or corresponds to the 

information associated with the user account used to order the services. The data importer 

processes personal data as a data controller in the context of activities relevant for the use 

of services under the Service Terms.  

B. DESCRIPTION OF TRANSFER 

The categories of personal data (including sensitive data), categories of data subjects, and 

as well as the nature and purpose of the processing is defined in the Service Terms.  

The personal data is continuously transferred and retained for the duration of the provision 

of services under the Service Terms.  
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Annex 6 – Acceptable Use Policy 

This Acceptable Use Policy 

This acceptable use policy (this “Acceptable Use Policy”) describes prohibited use of the 

Services.  

All references in this Acceptable Use Policy to “you” or “your” should be considered a ref-

erence to you as a natural person and user of the Services. The examples described in this 

Acceptable Use Policy are not exhaustive. We may modify this Acceptable Use Policy at any 

time by providing you with a revised version of this Acceptable Use Policy. By using or ac-

cessing the Services, you agree to the latest version of this Acceptable Use Policy.  

Please report violations of this Acceptable Use Policy to support@logivity.com. When re-

porting by email, please include the words ‘Acceptable Use Policy Violation’ in the subject. 

Our goal is for the Services to be of high-quality and to be safe as well as pleasant to use for 

all of our users. 

Capitalized terms and expressions in this Acceptable Use Policy, shall have the same mean-

ing as in the Service Terms, including any of its annexes, or otherwise defined in this Ac-

ceptable Use Policy.   

Permitted use of the Services 

 

 

The Services may only be used for lawful purposes. You agree to comply with all applicable 

laws, rules, and regulations in connection with your use of the Services. 

Activities that you are prohibited from engaging in when using the Services 

 

 

You are prohibited from using, or in any way facilitating or supporting others to use the 

Services: 

• for any unlawful, fraudulent, infringing or offensive use. 

• for any activities that are illegal, that violate the rights of others, or that may be 

harmful to others, our operations or reputation, including engaging in a behaviour 

that appears threatening, stalking, defaming, defrauding, degrading, victimizing or 

intimidating for anyone for any reason. 

• to store, distribute or otherwise make available (i) content that infringes or misap-

propriates the intellectual property or proprietary rights of others, or (ii) content 

that is defamatory, obscene, abusive, invasive of privacy or otherwise objectionable. 

Remember that this also applies to any feedback that you give us as part of your use 

of the Services. 

When you use the Services, you need to follow the law. 

Use your common sense when using the Services and don’t do anything that 

can harm us, the Services, other users of the Services or anyone else. 

mailto:support@logivity.com
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• to violate, or attempt to violate, the security or integrity of the Services or any other 

network, electronic service, computer, application or other technical equipment and 

software. For example, by transmitting damageable code or viruses as well as using 

any automated process or service to access or use the Services such as a BOT, a spi-

der or periodic caching of information stored by us. 

• for purposes of distributing any form of “spam”, including but not limited to, unso-

licited mass email, instant messages or any other form of electronic messaging on a 

bulk basis to recipients with which you have no pre-existing relationship. 

• to gain access to the Services in any fraudulent or unauthorized way, including by-

passing or circumventing the Services’ protocols and access controls as well as ac-

cessing or authorizing anyone to access the Services from an embargoed country. 

• for attempting to reverse engineer or otherwise derive source code, trade secrets, or 

know-how of the Services as well as any portion thereof, or otherwise use the Ser-

vices to replicate or compete with the Services. 

• to remove, modify, or tamper with any regulatory, copyright or legal notice or link 

that is incorporated into the Services, including providing or creating links to exter-

nal sites that violate this Acceptable Use Policy or other legal agreements we pro-

vide. 

• to use data stored in the Services for any purpose other than those expressly allowed 

by us. 

Additionally 

 

 

• We are not responsible for the content of any user-created posting, listing or mes-

sage. The decision to view content or engage with others is yours. We advise you to 

use your judgment. 

• You are responsible for protecting your computer against interference, spyware or 

viruses that may be encountered when using the Services. We always recommend 

that you install a virus protection program on your computer and keep it up to date. 

• Information you provide or upload to the Services may be stored outside of the 

country in which you reside. 

• Nothing in this Acceptable Use Policy is intended to grant any rights in or to the 

Services. Failure to enforce this Acceptable Use Policy in every instance does not 

amount to a waiver of our rights. 

Our monitoring and enforcement 

 

 

Be safe and use the Services responsibly.  

We might ask you to prove that you are compliant with this Acceptable Use 

Policy. 
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If requested, you must provide us with proof of compliance with this Acceptable Use Policy. 

We reserve the right to, in our sole discretion and judgment, take any action we deem nec-

essary if you violate the letter or spirit of this Acceptable Use Policy. If you violate this Ac-

ceptable Use Policy or authorize or help others to do so, we may immediately terminate or 

suspend your access to the Services and we may or may not provide notice before taking 

action. We may also remove, disable access to, or modify any content or resource that vio-

lates this Acceptable Use Policy or any other agreement governing the use of the Services.  

We may cooperate with legal authorities or other appropriate third parties in connection 

with any investigation of illegal conduct violating this Acceptable Use Policy.  


